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NOTICE OF ALLOWANCE AND FEE(S) DUE 

r 



EXAMINER 



KIM, JUNG W 



ART UNIT 



PAP^R NUMBER 



2132 

DATE MAILED: lO/Ofi/2004 



J 



APPLICATION NO. 



FILING DATE 



09/550,462 



FIRST NAMED JNVENTOR 



06/17/2000 ^radccp Dubey YOP99-364USI 

TITLE OF [NVENTION: PROTOCOLS FOR ANONYMOUS ELECTRONIC COMMUNICATION AND DOUBLE-BLIND TRANSACTIONS 



[ ATTORNEY DOCKET NO. | CONFIRMATION NO. | 



1737 



appln. type 


| SMALL ENTITY I 


ISSUE FEE 


| PUBLICATION f EE 


| TOTAL F £E(S) DUE 


DATE DUE 


nonprovisiorval 


NO 


51370 


50 


S1370 


01/O6/2OOS 



THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED Fne i«„.»,rr lt . 
Kffflflro* m ^MEEIIS IS£Lfl£EB. THIS NOTICE OF a£lOWan« S *NOT A ^^NT OF?ATCNT rIJht^ 
l*l S A P pL1CAT lON IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE wTtiATTVE 'OP THE O^r OR hp^ 
PETITION BY THE APPLICANT. SEE 37 CFR 1313 AND MPEP 1308. INITIATIVE OF THE OFFICE OR UPON 

THE ISSUE FEE AND PUBLICATION FEE (TF REQUIRED) MUST BE PAID WITHIN THRFr M nvrns roftM ™ r 

£ ££5K£2 JEKSS™" w,ra,N TH,S PER,0D EVEN ,F ; °™ ? "™ °» ™ ™™S 

HOW TO REPLY TO THIS NOTICE: 

I. Review the SMALL ENTITY status shown above. 



If the SMALL ENTITY is shown as YES, verify your current 
SMALL ENTITY status: 

A. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above, 

B, If the status above is to be removed, check box 5b on Part B - 
Fce{s) Transmittal and pay the PUBLICATION FEE {if required) 
and twice the amount of the ISSUE FEE shown above, or 



ir the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check box 5a on Part B - Fee(s) 
^S£?t 1 5?ISS? pay PUfi LICATION FEE (if required) and M 
the ISSUE FEE shown above. 



combed and an JS^KtefSSd't subStLY deP ° S,t W ' ° f ™ B " F ^ ™« al * 

KlTlSS^ fiiVC the appiiCaU °« numb - "» — '-.ions prior to tssua.ee to 
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United States Patent and Trademark Office 



APPLICATION NO. 



HUNG DATE 



FIRST Named inventor 



09/550,462 



04/17/2000 



Pradcep Oubcy 



30743 7590 10/06/2O04 

WHITHAM, CURTIS &CHRISTOFFERSON PC 
1 1491 SUNSET HILLS ROAD 
SUITE 340 
RESTON.VA20190 



UNITED STATES DEPARTMENT OF COMMERCE 

United Staira P*iem ind Trwlerairk Office 

AOdrra: COMMISSIONER FOR PATENTS 
P.O. )4$Q 

Aleumdna. Vlf t H n i B 32313-MiO 
wwv-.inpio.gDV 



ATTORNEY OOOtirr NO. CONFIRMATION NO. 



Y0999064USI 



1737 



EXAMINER 



KIM, JUNG W 



ART UNIT 



PAPER NUMBER 



2132 

Date mailed: io/os/2(km 



Determination of Patent Term Extension under 35 U.S.C. 154 (b) 

(application filed after June 7, 1995 but prior to May 29, 2000) 

The Patent Terra Extension is 0 day(s). Any patent to issue from the above-identified application will include an 
indication of the 0 day extension on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Extension is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (703) 305-1383. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at (703) 305-82S3. 
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tint ltd SfUd Patent and Trademark Ofllc? 
Address: COMMISSIONER FOR PATENTS 
P.O.Bo* 14S0 

Atenadrin, Vi^toH 223U-I4S0 



APPLICATION no, 



FILING DATE 



FIRST NAMED INVENTOR 



| ATTORNEY DOCKET NoT CONFIRMATION NO. | 



09/550.4*2 



04/17/2000 



Pradccp Dubcy 



30743 7590 I0/Q6/20Q4 

WHITHAM, CURTIS & CHRISTOFFERSON, P.C. 
1 1491 SUNSET HILLS ROAD 
SUITE 340 
RESTON, VA 20190 



Y0999*36*USI 



1737 



EXAMINER 



KJM.JUNGW 



ART UNIT 



paper number 



2132 

DATE MAILED: 10/06/2004 



Notice of Fee Increase on October 1, 2004 

If a reply to a "Notice of Allowance and Fee(s) Due" is filed in the Office on or after October 1, 2004, then the 
amount due will be higher than that set forth in the "Notice of Allowance and Fee(s) Due" because some fees will 
increase effective October 1, 2004. Re_vision of Patent Fees f£r Fiscal Year 2005 : Final Rule . 69 Fed. Reg. 52604, 
52606 (May 10,2004). 

The current fee schedule is accessible from WEB site (http://www.uspto.gov/main/howtofees.htm). 

If the fee paid is the amount shown on the "Notice of Allowance and Fee(s) Due" but not the correct amount in view 
of the fee increase, a "Notice of Pay Balance of Issue Fee" will be mailed to applicant. In order to avoid processing 
delays associated with mailing of a "Notice of Pay Balance of Issue Fee," if the response to the Notice of Allowance 
is to be riled on or after October 1, 2004 (or mailed with a certificate of mailing on or after October 1, 2004), the 
issue fee paid should be the fee that is required at the time the fee is paid. Ss§ Manual of Patent Examining Procedure 
(MPEP), Section 1306 (Eighth Edition, Rev. 2, May 2004). If the issue fee was previously paid, and the response to 
the "Notice of Allowance and Fee(s) Due" includes a request to apply a previously-paid issue fee to the issue fee 
now due, then the difference between the issue fee amount at the time the response is filed and the previously-paid 
issue fee should be paid. See MPgg Section 1308.01. 

Effective October 1, 2004, 37 CFR 1.18 is amended by revising paragraphs (a) through (c) to read as set forth below. 
Section 1.18 Patent post allowance (including issue) fees. 

(a) Issue fee for issuing each original or reissue patent, 
except a design or plant patent: 

By a small entity (Sec. 1 .27(a)) $685.00 

By other than a small entity 51,370-00 

(b) Issue fee for issuing a design patent: 

By a small entity (Sec. 1.27(a)) $245.00 

By other than a small entity S490.00 

(c) Issue fee for issuing a plant patent: 

By a small entity (Sec. 1.27(a)) S330.00 

By other than a small entity $660.00 

Questions relating to issue and publication fee payments should be directed to the Customer Service Center of the 
Office of Patent Publication at (703) 305-8283. 
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FROM- 



T-985 P. 005/009 F-501 





Application No. 


Applicant(s) 




Notice of Allowability 


09/550.462 


DUBEY ET AL 




Examiner 


Art Unit 






Jung W Kim 


2132 





- Ttn MAILING DA TE of this communication appears on the cover shoot with the camsDondnn™ *dHr*>**- 
All da ms being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CL^^^^l^^}SSSSiT' 

555S SKSE^ other appro * ate «™*^ TH1S 

JESS £i5!E^ is subiecl to '™ - ^ 25- 

1 . £3 Thi$ communication is responsive to 09 July 2004 . 

2, H'The allowed claim(s) is/are 1-14 . 

3, ^ The drawings filed on 8 August 2000 are accepted by the Examiner. 

4. □ AcKnowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1. □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. 

3. □ Copies of the certified copies of the priority documents have been received m this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received; . 

^piicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the reauirements 
noted befow. Failure to timely comply will result in ABANDONMENT of this aoolication ^mpjying wnn ine requirements 

THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. «Fh*i^uun. 

5 D ^NFoSp^ MINER'S AMENDMENT or NOTICE OF 

>mr vruviML. f-n i ciN i m^liua i iUN (PTCM52) which g/ves reason(s) why the oath or declaration is deficient. 

6. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-94S) attached 

1) □ hereto or 2) □ to Paper No/Mail Date . 

(b) □ including changes required by the attached Examiners Amendment / Comment or in the Office action of 

Paper No./Mail Date „ t 

7 - D SSKSSSETS^ *. » 



Attachment! s) 

1. □ Notice of References Cited (PTO-B92) 

2. □ Notice of Draftperson's Patent Drawing Review (PTO-94a) 

3. ^Information Disclosure Statements (PTO-1449 or PTO/SB/08) 

Paper NoVMail Date 

4. □ Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 



5. □ Notice of Informal Patent Application (PTO-152) 

6. □ Interview Summary (PTO-413). 

Paper No./Mail Date . 

7. □ Examiner's Amendment/Comment 

8. C3 Examiner's Statement of Reasons for Allowance 
9- □ Other . 
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FEB-I 7-2005 15:00 FROM- 

Application/Controi Number: 09/550,462 
Art Unit: 2132 

DETAILED ACTION 

1 . Claims 1-14 have been examined. The applicant amended claim 1 in the 
amendment filed on July 9, 2004. 

Allowable Subject Matter 

2. Claims 1-14 are allowed. 

3. The following is an examiner's statement of reasons for allowance: Claims 1-14 
are drawn to a method for communication between two entities such that their identities 
are concealed from each other. The closest prior art Reed et al "Anonymous 
Connections and Onion Routing" in view of Reiter et al. "Crowds: Anonymity far Web 
Transactions" teaches a similar method. Although Reed et al. describe onion routing 
and Reiter et al. teach random routing among a plurality of nodes to conceal the 
identities of the parties involved in the transaction, they neither teach nor suggest 
forwarding a message through a random sequence of forwarding agents, the message 
meant for a pseudonym X, wherein the pseudonym X is associated with an encrypted 
form of a client's network address, and the encrypted form being created by 
successively encrypting by the client the client's network address with the public keys of 
the selected agents to obtain an encrypted address. This feature recited in independent 
claims 1 and 2 renders claims 1-14 allowable. 
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FEB-1 7-2005 15:00 FROM- T-985 P. 007/009 F-501 

Application/Control Number: 09/550,462 Page 3 

Art Unit: 2132 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance," 



Telephone Inquiry Contacts 

Any inquiry concerning this communication or earlier communications from the 
- examiner should be directed to Jung W Kim whose telephone number is (703) 305- 
8289. The examiner can normally be reached on M-F 9:00-6:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (703) 305-1830. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free), f ' 




jng W Kim 
Examiner 
Art Unit 2132 



Jk 



GILBERTO BARRON 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2190 
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September 16, 2004 



PAGE 8/9 ' RCVD AT 2/1 7/2005 3:14:51 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-1i24 * DNIS:2733799 • CSIO: * DURATION (mm-ss):02-34 



